
 

 

 

 

 

Westcott CE School 
 
Parents/Carers Online Safety Advice 2018 
 
We use the internet every day for various activities, from banking, shopping, emails to keeping in 
touch with family and friends.  
 
Although there are many risks associated with the internet, there are simple steps you can take to 
protect yourself and your child/ren. 
 

Is your child safe online?  
 
The online world is a public one and it’s important that you and your child understand the risks. 
The best way to find the appropriate safety advice for each social media platform is to search the 
platform name and the word safety e.g. ‘Facebook safety’. 
 
Remember: Take time to enjoy the internet together; perhaps ask them to show you how their 
games and apps work.  
 
To help you further, here are some of our own top tips to keep your child safe online. 
 

Using Parental Controls: 

Check what restrictions you can put in place, most devices or internet access will allow you to have 
parental controls available.  Ask your child to be open and honest with you about their passwords 
and profiles. 

Abbreviations and emojis: 

Whilst chat forums still exist, you need to remember that each social media platform also has 
private messaging facilities. 
 
Most parents check their child’s online chats, but would you know the alternative meaning for the 
‘movie’ emoji and what ‘PAL’ stands for?  
 
To find out more, search phrases like ‘secret emoji meanings’ and ‘kids text abbreviations’ to be in 
the know. 

 



 

 
 

 

 

 

 

 

Online Bullying: 

Watch out for uncharacteristic behaviour.  Are they being upset or secretive? Have they recently 
changed friends, or is there a change in the amount of time they’re spending online? 
 
If they’re being bullied, make sure they do not retaliate. Screenshot messages before blocking 
the bully as they’ll be deleted. 
 
 You may also want to consider: 

 Contacting the school if the bullying involves another pupil 

 Blocking the user and report inappropriate content to the social media platform 
 
There's not a specific law which makes cyberbullying illegal but it can be considered a criminal 
offence under several different acts including Protection from Harassment Act (1997), Malicious 
Communications Act (1988), Communications Act (2003) Obscene Publications Act (1959) and 
Computer Misuse Act (1990). This is why it's so important to screenshot the messages.   
 
Useful websites:  Bullying.co.uk & Childline (cyberbullying) 

Privacy Settings: 

It's important your child checks privacy settings online regularly especially when updating apps – 
the same applies for their location settings too. 

Encourage them to use strong passwords such as three or more random words or capital letters, 
numbers and symbols.  

Smart Sharing: 

Talk about the risks when uploading and sharing private information – you can never be sure 
whose hands it will end up in or who can see it. 

Remember: Employers and colleges can also check their social media profiles in years to come. 

 

 

http://www.bullying.co.uk/
http://www.childline.org.uk/Explore/Bullying/Pages/online-bullying.aspx


 

 
 

 

 

 

REPORT INAPPROPRIATE CONTENT  

Facebook & Instagram: 

Both Facebook terms and conditions and Instagram terms and conditions state you must be 13 
years or older to use their sites. 
 
This is to help protect young people as, with all social networking sites, sometimes you can 
never know who you're talking to. 
 
Facebook has joined forces with the UK's Child Exploitation and Online Protection Centre (CEOP) 
so you can now add the 'Click CEOP' app to your profile to report inappropriate content directly 
to them.  

Inappropriate content 

Report inappropriate content on Facebook 
Report inappropriate content on Instagram 

Video Sharing Sites: 

Google terms and conditions (Google own YouTube) state you must be 13 years or older to use 
most of their services in the UK. 
 
When a YouTube video has been age-restricted, a warning screen is displayed and only users 
who are 18 or older can watch it.  Learn more about age-restricted videos. 

Inappropriate content 

 
You should report inappropriate video content to the host website direct. 
 
To report an inappropriate video on YouTube, create a free account, log in and select the 'flag' link 
under the video.  To report abuse, visit YouTube's Abuse and Policy Centre and choose the 
relevant option. 
 

Snapchat: 
 

 If you've seen something you're worried about you should report innapropriate content to 
Snapchat directly. 

 Remember, pictures may only last for a few seconds, but anyone can screenshot them if 
they're quick enough.  

 

https://www.facebook.com/terms
https://help.instagram.com/478745558852511
http://www.facebook.com/apps/application.php?id=132438026779126
https://en-gb.facebook.com/help/212722115425932
https://help.instagram.com/165828726894770/
https://www.youtube.com/static?gl=GB&template=terms
https://support.google.com/youtube/answer/2802167?rd=1
https://support.snapchat.com/en-GB/i-need-help
https://support.snapchat.com/en-GB/i-need-help


 

 
 

 

 

 

Twitter: 
 
To report abuse or inappropriate content on Twitter:  

 without needing to log in: visit 'Report a violation' 

 when you're logged in: select your profile name at the top right and then the 'Help' link 
from the drop down tab which appears, select 'Report a violation'. 

Safe Gaming: 

 Always encourage your child to use a safe gaming name/login that doesn’t include 
information about them, such as their name, age, school or hobbies (e.g. 
‘Jack_11_footyfan'), instead use a phrase your child will remember e.g. 
'aw3some_McKool'.  Also they should avoid names that could be perceived as being 
flirtatious or inappropriate. 

 Be careful of their gaming friends who they don’t know, not everyone is who they say 
they are. 

KEEP LEARNING 

Other Sources of help: 

Child Exploitation and Online Protection Centre (CEOP) - a government-led site that offers 
internet safety advice for parents and carers and includes a virtual police station for reporting 
abuse on the internet. 
 
Internet Watch Foundation (IWF) - website and hotline where members of the public can report 
images of child abuse (from anywhere in the world), criminally obscene content hosted in the 
UK, and criminally racist content hosted in the UK. 
 
Think U Know - offers parents, teachers and young people information and advice internet sites 
and new technology.  
 
Stop It Now - a partnership of leading children's charities who work with the government and 
child protection agencies to promote public education and prevent child sexual abuse. 
 
Virtual Global Taskforce (VGT) - an international alliance of law enforcement agencies offering 
advice, links and online reporting facilities. 
 
Get Safe Online - a one-stop-shop for reliable up-to-date information about online safety. 

https://support.twitter.com/articles/15789
http://www.ceop.police.uk/
http://www.iwf.org.uk/
http://www.thinkuknow.co.uk/
http://www.stopitnow.org.uk/
http://www.virtualglobaltaskforce.com/
http://www.getsafeonline.com/

